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Our agreement in general

Parties to this agreement

This policy is between Raheja QBE and the insured as declared in the schedule. This document, together with
its schedule and any attached endorsements is the policy which sets out this insurance. It is a legal contract so
please read the policy document carefully.

Words in bold
Words in bold typeface used in this policy document, other than in the headings, have specific meanings
attached to them as set out in the General definitions and interpretation.

Policy structure

Each insuring clause section sets out the scope of the main coverage and the circumstances in which Raheja
QBE’s liability to the insured is limited or may be excluded. Further, each insuring clause section sets out other
terms and conditions relevant to that insuring clause section. The cover provided by each insuring clause
section is only operative if stated as ‘insured’ in the schedule. Where any schedule heading or sub- heading
states ‘n/a’, ‘not applicable’ or ‘not insured’ then no cover applies for that item.

Additional clauses set out terms, exclusions or limitations that may apply to more than one insuring clause
section.

Policy period

The policy will provide insurance as described herein for the period of insurance provided the premium(s) and
other charges are paid to and accepted by Raheja QBE on or before the payment date shown in the schedule.
Taxes, levies and other relevant fiscal charges are payable in addition to the premium.
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1 Insured section - Cyber, data security and multimediacover

Raheja QBE agrees to indemnify the insured for liability imposed by law to pay compensatory damages or
awards, including any related injunction or restraining order costs and claimant costs recoverable from the
insured, for any claim first made against the insured and/or service provider during the period of insurance
and where the claim arises out of any actual or alleged insured event.

1.1 Insuring clause - Cyber, data security and multimedia cover costs and expenses

Court attendance compensation
Raheja QBE will pay compensation to the insured, with the prior written consent (such consent not to be
unreasonably withheld) of Raheja QBE, in the event that the legal advisers acting on behalf of the insured
require any insured, any employee or any other relevant party (not including expert witnesses), to attend
court or any arbitration or adjudication hearing as a witness of fact in connection with a claim made against the
insured for which cover is afforded under this policy, at the rates as mentioned in the schedule for each day or part
thereof on which attendance is required:
1. any principal, partner, member or director of the insured
2. any employee or other relevant party up to

ii. Defence costs

Following any event which is or may be the subject of indemnity under this insured section Raheja QBE agrees to
indemnify the insured for defence costs; with the prior written consent of the insurer.

iii. Limit of indemnity
Raheja QBE’s liability under this insured section in respect of any one claim and in the aggregate (unless
expressly stated otherwise in the schedule) shall not exceed the amount stated as the limit of indemnity in the

schedule inclusive of defence costs that will be payable as part of the limit of indemnity

The limit of liability will be reduced to the extent of each payment made by Raheja QBE and once it is
exhausted Raheja QBE will have no further liability under this policy

b. Insuring clause extensions - Cyber, data security and multimediacover
The coverage provided under this insured section is extended to provide cover for the following.

i. Acquisitions and creations
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Where the insured creates or acquires a company or companies subsequent to the commencement
of the period of insurance and the turnover relating to all such created or acquired companies does
not exceed ten percent (10%) of the estimated turnover of the companies covered under this policy
at inception (less the turnover for companies sold during the period of insurance), then this policy
shall include as an insured any such company created or acquired automatically from the date of
creation or acquisition without additional premium provided that:
e the business services carried out by such company is similar to that of the insured; and
e prior to the acquisition the acquired company did not pay or reserve any professional liability
claims with respect to cyber & data security in the five years prior to the acquisition where the
total paid or reserved amount was greater than the deductible of this policy; and
e the retroactive date applicable to the business services of the new entity is deemed to be the date
of acquisition; and
o theinsured:
controls the composition of the board of directors; or
controls more than twenty five (25%) percent of the voting power at a general meeting of
shareholders; or
holds more than half of the issued share capital (regardless of class of share); and
such company does not have an incorporated entity in a different country to the insured.
Where the insured creates or acquires a company or companies subsequent to inception and the
turnover relating to all such created or acquired companies exceeds ten percent (10%) of the
estimated turnover of the companies covered under this policy at inception (less the turnover for
companies sold during the period of insurance), then this policy shall include as an insured any such
company created or acquired automatically from the date of creation or acquisition provided that:
the terms stated in ‘Acquisition and creations’ a) i), to v) above also apply to such created or acquired
companies; and
the insured notifies Raheja QBE as soon as is reasonably practicable of the creation or acquisition; and
the insured accepts the revised premium and or terms applying to each and every such creation and
or acquisition; and
all insurance in respect of such created or acquired entities will terminate thirty (30) days following
creation or acquisition if terms cannot be agreed between the insured and Raheja QBE.

ii. Dishonesty of employees

Raheja QBE will indemnify the insured against all sums which the insured becomes legally liable to pay as a
result of any claim against the insured during the period of insurance when alleged in conjunction with a claim
covered under this policy arising directly or indirectly from any dishonest, fraudulent, malicious, reckless or
criminal act or omission of any of the insured’s employees but the insurance provided by this policy excludes
any indemnity to the said employee.

iii. Financial transfer indemnification
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Raheja QBE agrees that if during the period of insurance the insured has a claim or loss under this insured
section and has also had money, property, products, goods, services or any other financial benefit transferred,
to a third party and for which the insured has not received any benefit and cannot recoup, Raheja QBE will
indemnify the insured to the value of the loss.

Raheja QBE’s liability to indemnify under this clause shall not exceed the sub-limit of indemnity stated in the
schedule which amount is inclusive of defence costs and is the maximum payable for any one claim and in the
aggregate during the period of insurance.

iv. Hacker financial crime cover

Raheja QBE will indemnify the insured against all sums which the insured shall become legally liable to pay
above the deductible as a result of any claim against the insured during the period of insurance as a result of a
third party’s good faith reliance on a hacker’s fraudulent use of information and communication assets where
there was a clear intention to cause the insured loss or obtain a personal gain for the hacker.

Raheja QBE’s liability to indemnify under this clause shall not exceed the sub-limit of indemnity as stated in
the schedule which amount is inclusive of defence costs and the maximum payable any one claim and in the
aggregate during the period of insurance.

v. Loss of or damage to documents
Raheja QBE will indemnify the insured for costs and expenses reasonably incurred in replacing or restoring

documents discovered by the insured to be lost, damaged or destroyed and, after diligent search, cannot be
found provided that:

1. the discovery of such loss of documents occurred during the period of insurance and is notified to
Raheja QBE in accordance with the terms of this policy; and
2. such coverage shall be limited to the costs, charges and expenses of whatsoever nature incurred by the

insured in replacing and/or restoring such documents and any claim for such costs, charges and
expenses shall be supported by bills and/or accounts which shall be subject to prior written approval
by a competent person nominated by Raheja QBE with the consent of the insured; and

3. such coverage shall be limited to the loss of any documents which were in the physical custody or
control of the insured or any other person to whom the insured entrusted, lodged or deposited such
documents in the ordinary course of business; and

Raheja QBE’s liability to indemnify under this clause shall not exceed the sub-limit of indemnity stated in the
schedule which amount is inclusive of defence costs and the maximum payable any one claim and in the
aggregate during the period of insurance.

vi. Withdrawal of content
Raheja QBE will indemnify the insured against all costs and expenses incurred above the deductible, which the

insured shall become legally liable to pay for and as a result of the withdrawal or alteration of any matter by
order of a court as a result of or in mitigation of a claim covered under this insured section within the territorial
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limit, but only to the extent that such costs and expenses cannot be avoided or curtailed and providing that the
insured in the firstinstance:

1. obtains the approval of Raheja QBE before incurring any costs or expenses; and

2. satisfies Raheja QBE that such matter would, if not rectified, result in damages equal to or in excess of
the indemnified costs and expenses; and

3. satisfies Raheja QBE that the costs and expenses incurred are necessary to successfully avoid a claim.
Except that Raheja QBE will not indemnify the insured for any:

1. payment recovered by the insured from others; or

2. element of profit or savings for the insured in any payment or fees; or

3. salaries, wages, overhead or any benefit expenses of or associated with the insured incurred for the

withdrawal of the content.
Raheja QBE’s liability to indemnify under this clause shall not exceed the sub-limit of indemnity as stated in
the schedule which amount is inclusive of defence costs and the maximum payable for any one claim and in
the aggregate during the period of insurance.

2. Insured section - Data breach notification costscover
2.1 Insuring clause - Data breach notification costs

Raheja QBE agrees that if during the period of insurance the insured sustains an insured event, or in the event
of a claim, circumstance or loss under insured section — ‘Cyber, data security and multimedia cover’ Raheja QBE
will pay for data breach notification costs. Raheja QBE’s maximum liability will not exceed the limit of
indemnity stated in the schedule which is inclusive of defence costs, fees and expenses, and the maximum
payable for any one claim and in the aggregate during the period of insurance.

3. Insured section - Information and communicationasset rectification costs cover
3.1 Insuring clause - Information and communication asset rectification wss

Raheja QBE agrees that if during the period of insurance the insured sustains an insured event, or in the event
of a claim, circumstance or loss under insured section — ‘Cyber, data security and multimedia cover’ where the
information and communication assets were damaged, destroyed, altered, corrupted, copied, stolen or
misused by a hacker, then Raheja QBE will pay the costs to repair, restore or replace the affected parts of the
information and communication assets to the same equivalent standard, condition, functionality, level of
service and/or with the same content or as near as reasonably possible as immediately before the information
and communication assets were damaged, destroyed, altered, corrupted, copied, stolen or misused by a
hacker. Raheja QBE’s maximum liability will not exceed the limit of indemnity stated in the schedule which
amount is inclusive of fees and expenses, and the maximum payable for any one claim and in the aggregate
during the period of insurance.

4 Insured section - Regulatory defence and penalty costscover

4.1 Insuring clause - Regulatory defence and penalty costs
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Notwithstanding the ‘Fines and contractual penalties’ exclusion, Raheja QBE shall pay on behalf of the insured
those amounts which the insured is legally obliged to pay, including any legal and investigation costs, as a
result of a civil regulatory action, regulatory compensatory award, civil penalty, or fines to the extent insurable
by law, imposed by a government or public authority regulator against the insured after the insured sustains an
insured event, or in the event of a claim under insured section — ‘Cyber, data security and multimedia cover’ or
insured section — ‘Data breach notification costs cover’, provided that Raheja QBE’s maximum liability will not
exceed the limit of indemnity stated in the schedule which amount is inclusive of defence costs, fees and
expenses, and the maximum payable for any one claim and in the aggregate during the period ofinsurance.

5. Insured section - Public relations costscover

5.1 Insuring clause - Public relations costs

Following:

5.1.1. an insured event; or

5.1.2. aclaim, circumstance or loss under insured section — ‘Cyber, data security and multimedia cover’; or

5.1.3 a claim, circumstance or loss under insured section — ‘Data breach notification costs cover’; Raheja QBE

will pay all reasonable costs the insured incurs with Raheja QBE’s written consent for a public relations and crisis

management consultant to avert or mitigate any material damage to any of the insured’s reputation, brands

and business operations; provided that

1. Raheja QBE’s maximum liability will not exceed the limit of indemnity stated in the schedule which is
inclusive of defence costs, fees and expenses, and the maximum payable for any one claim and in the
aggregate during the period of insurance; and

2. the public relations and/or crisis management consultants shall be chosen by or in consultation with
Raheja QBE who shall take into account the nature of the claim or loss and the cost and quality of the

services that they can deliver, unless the insured has reasonable cause to request a different public
relations consultancy and Raheja QBE and insured mutually agree upon such a company.

6. Insured section - Forensics costscover
6.1 Insuring clause - Forensic costs
Following:

6.1.1 an insured event; or

6.1.2 a claim, circumstance or loss under insured section — ‘Cyber, data security and multimedia cover’; or
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6.1.3 a cyber extortion threat;

then where required Raheja QBE will pay all reasonable costs the insured incurs with Raheja QBE’s written
consent for;

1. a forensic consultant to establish the identity or methods of the hacker or other details required by
Raheja QBE following a data breach; and / or

2. a security specialist to assess the insured’s electronic security and the costs of reasonable security
improvement; and / or

3. the temporary storage of the insured’s electronic data at a third-party host location, if it is viewed that

the insureds’ information and communication assets remain vulnerable to damage, destruction,
alteration, corruption, copying, stealing or misuse by a hacker.

Provided that

1. Raheja QBE’s maximum liability will not exceed the limit of indemnity stated in the schedule which
amount is inclusive of defence costs, fees and expenses, and the maximum payable for any one claim
and in the aggregate during the period of insurance; and

2. the forensic consultant, security specialist or data storage facility shall be chosen by / or in consultaion
with Raheja QBE who shall take into account the nature of the claim or loss and the cost and quality of
the services that they can deliver, unless the insured has reasonable cause to request a different
consultant and Raheja QBE and insured mutually agree upon such company;

3. in the event of a claim under this insured section for costs following a cyber extortion threat Raheja
QBE’s liability in respect of the cyber extortion expenses and the cover under this insured section
combined shall not exceed the limit of indemnity under the insured section - Cyber extortion cover

7.  Insuring clause - Credit monitoring costs

7.1 Insuring clause — Credit monitoring costs

Following

7.1.1 aninsured event; or

7.1.2 aclaim, circumstance or loss under insured section — ‘Cyber, data security and multimedia cover’

Raheja QBE will pay all reasonable costs the insured incurs with Raheja QBE’s written consent (such consent

not to be unreasonably withheld) for credit monitoring services in order to comply with data breach law

provided that;

1. Raheja QBE’s maximum liability will not exceed the limit of indemnity stated in the schedule which
amount is inclusive of defence costs, fees and expenses, and the maximum payable for any one claim
and in the aggregate during the period of insurance; and

2. the provider of credit monitoring services shall be chosen by Raheja QBE who shall take into account
the nature of the claim or loss and the cost and quality of the services that they can deliver, unless the
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insured has reasonable cause to request a different consultant and Raheja QBE and insured mutually
agree upon such company

8. Insured section - Cyber business interruptioncover
8.1 Insuring clause - Cyber business interruption

Notwithstanding the ‘Trading loss and liabilities’ exclusion, Raheja QBE agrees it will indemnify the insured for
loss of business income incurred by the insured during the period of reinstatement directly as a result of the
total or partial interruption, degradation in service, or failure of information and communication assets
caused by the failure by the insured or a service provider to protect against unauthorised access to,
unauthorised use of, a denial of service attack against, or transmission of a computer virus to, information and
communication assets.

Provided that:

1. no indemnity shall be provided for any losses incurred during the time retention period; and
2. Raheja QBE’s liability will not exceed the lesser of:
1. the amount of the business income the insured would have earned during the period of

reinstatement but for the total or partial interruption, degradation in service, or failure of
information and communication assets; or
2. the maximum amount specified in the schedule.

8.2 Measure of indemnity

The calculation of the insured’s losses under this Insured section shall be based on an analysis of the revenues
and costs generated during each month of the twelve (12) months prior to the loss occurring (as recorded in
the insured’s accounts) and will also take into account the reasonable projection of future profitability or
otherwise had no loss occurred and will include all material changes in market conditions which would affect
the future profits generated.

The calculation of the insured’s losses under this Insured section will not include any cost, expense or other
amount which is indemnified under any other Insured section or is excluded under this policy.The calculation of
the insured’s losses under this Insured section will be reduced by any increase in business income in the 30
days immediately following the period of reinstatement from the sale of goods or services that would have
been recorded during the period of reinstatement but for the total or partial interruption, degradation in
service, or failure of information and communication assets.

To relate it to production
Requests made by the insured for indemnity by Raheja QBE shall be accompanied by a computation of the

loss. This shall set out in detail how the loss has been calculated and what assumptions have been made. The
insured shall produce any documentary evidence, including any applicable reports, books of accounts, bills,
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invoices and other vouchers and copies of the such which Raheja QBE may require, and the insured shall afford
them every assistance in their investigations.

Any claims payment under Insured section — ‘Cyber business interruption’ will, where applicable, be reduced by
the extent to which the insured:

1. could have and/or does use damaged or undamaged information and communication assets; or
2. makes use of available stock, merchandise or other data; or
3. uses substitute facilities, equipment or personnel

8.3 Professional accountants

1. Any particulars or details contained in the insured's books of account or other business books or
documents which may be required by Raheja QBE under ‘Duties in the event of a claim or potential
claim’ clause to this policy for the purpose of investigating or verifying any claim made under this
policy may be produced by professional accountants if at the time they are regularly acting as such for
the insured and their report will be the basis for evidence of the particulars and details to which such
report relates, unless any such contradictory circumstance or evidence is apparent in which case the
onus to prove the loss shall be upon the insured.

2. Raheja QBE will indemnify the insured for the reasonable and necessary charges payable by the insured
to their professional accountants for producing such particulars or details or any other proofs,
information or evidence as may be required by Raheja QBE under the terms of ‘Duties in the event of a
claim or potential claim’ clause to this policy and reporting that such particulars or details are in
accordance with the insured's books of account or other business books or documents.
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9. Insured section - Cyber extortion cover
9.1 Insuring clause - Cyber extortion

Raheja QBE agrees to indemnify the insured for cyber extortion expenses to the extent insurable by law,
arising from a cyber extortion threat during the period of insurance provided that:

1. the insured can demonstrate to Raheja QBE that the insured has taken all reasonable efforts to
determine that the threat is genuine and not a hoax; and

2. if a ransom is demanded by a hacker that at least one director of the insured has agreed to the
payment of the ransom;

3. Raheja QBE has provided consent to the payment of the ransom; and

Raheja QBE’s maximum liability will not exceed the limit of indemnity stated in the schedule which amount is
inclusive of costs covered under Insured section - Forensics costs cover, and is the maximum payable for any
one claim and in the aggregate during the period of insurance.

10 General exclusions
This policy excludes and does not cover:
10.1 Associated company

any claim, liability, loss or defence costs brought or maintained by or on behalf of:

1. any insured or any parent of the insured or any subsidiary; or

2. any firm, partnership or entity in which the insured or any director or partner of the insured has a
financial or executive interest; or

3. any person who, at the time of the act, error or omission giving rise to the claim, is a family member

unless such a person is acting without any prior or indirect solicitation or co-operation of any insured
(family member means any spouse, domestic partner, parent, parent of a spouse or domestic partner,
sibling or child);
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provided that this exclusion shall not apply to such claims originating from an independent third party.

10.2 Assumed liability

any claim, liability, loss or defence costs directly or indirectly arising out of any contractual or assumed liability,
guarantee or warranty unless the insured would in any event be legally liable in the absence of such contractual
or other assumed liability, guarantee orwarranty.

1. Betterment

1. any costs in repairing, replacing or restoring information and communication assets to a level beyond
that which existed prior to any claim or loss; or

2. the insured’s own costs of performing, rectifying, repairing, replacing, restoring or improving any work

undertaken by the insured.
1. Deliberate or reckless acts of defamation

any claim, liability, loss or defence costs directly or indirectly arising out of any defamatory statement that was
made deliberately or recklessly by the insured, not including amendments made to matter by a hacker.

2. Dishonesty, fraud or reckless acts

any claim, liability, loss or defence costs arising out of the dishonest, fraudulent, criminal or reckless acts of any
principal, partner or past or present director, officer, trustee of the insured or member of the insured’s senior
management team.

This exclusion will only apply where it is established by an admission of such insured or by a final judgment,
award, finding or other adjudication of a court, tribunal, commission or arbitrator that such conduct did in fact
occur.

3. Deductible

the amount of the deductible stated in the schedule.

4. Existing circumstances or claims

1. any claim, liability, loss or defence costs made against or by the insured prior to the period of
insurance; or

2. any claim, liability, loss or defence costs directly or indirectly arising out of, or in any way involving any
fact or circumstance:

1. of which written notice has been given under any previous policy (whether insured by Raheja QBE or
not); or
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2. of which the insured first became aware prior to the retroactive dateand which the insured knew or
ought reasonably to have known had the potential to give rise to a claim or loss.

1. Financial services
any claim, liability, loss or defence costs arising directly or indirectly out of any regulated activities as defined

under any applicable financial services legislation in any jurisdiction or any insurance mediation activities which
are authorised and regulated by any financial or prudential authority in any jurisdiction.

2. Fines and contractual penalties

1. any fines, penalties, liquidated damages or contractual penalties other than those that are covered
under Insured section — ‘Regulatory Defence and Penalty costs cover’; or

2. any punitive, multiple or exemplary damages where such have been identified separately within any

award of any court or tribunal.
1. Gaming, gambling or lotteries

any claim, liability, loss or defence costs arising directly or indirectly out of the use or provision of any gaming,
gambling or lotteries except when such services are included in business services.

2. Government intervention
any claim, liability, loss or defence costs arising directly or indirectly out of confiscation, commandeering,
requisition, destruction of or damage to information and communication assets including personally
identifiable information by order of a government or public authority.

3. Inaccurate pricing
any claim, liability, loss or defence costs arising directly or indirectly out of inaccurate, inadequate or incomplete
description of the price of goods, products or services but this clause does not exclude amendments made to
matter by a hacker.

4. Insolvency of theinsured

any claim, liability, loss or defence costs arising out of or relating directly or indirectly to aninsolvency
event.

5. Insured’s own cost of rectification
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any claim, liability, loss or defence costs arising directly or indirectly out of the insured’s own costs of
performing , rectifying or improving any work undertaken by the insured.

6. Legal advice
any claim, liability, loss or defence costs arising directly or indirectly out of or relating to any failure of the
insured to adhere to legal advice with regard to clearances or dissemination of matter or the collection, use,
disclosure, handling, management, storage, retention or control of personally identifiable information.

7. Legislation and regulation
Any claim, liability, loss or defence costs arising out of the insured’s breach of any taxation, violation of any law
governing criminal liablity, unconscionable conduct, competition, restraint of trade or anti- trust legislation or

regulation.

This exclusion will only apply to persons who have committed, aided, abetted or knowingly participated in such
conduct.

8. Liability arising out of employment

Any claim, liability ,loss or defence costs arising from the liability to any employee, former employee or
prospective employee in respect of any obligation owed to the employee, former employee or prospective
employee by the insured as an employer including but not limited to personal injury or property damage,
products liability, employment-related libel, slander, humiliation or defamation, unfair or wrongful dismissal,
repudiation or breach of any employment contract or arrangement, termination of a training contract or
contract of apprenticeship, harassment, discrimination or like conduct.

However this exclusion will not apply to employees affected under insured sections 2.1 or 7.1, or to claims
made by employees under insured section 1.1.

9. License payments

Any claim, liability, loss or defence costs arising directly or in directly from any non-payment or under payment
of royalties or any other payments due under a license.

10. Limit of indemnity

Liability in excess of the limit of indemnity or any applicable sub-limit of indemnity, whichever is the lower, as
stated in the schedule.

11. Loss of goodwill

Any claim for loss of goodwill and reputational harm, other than those claims covered under insured section —
Public Relations Costs Cover.
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12, Management liability

Any claim, liability, loss or defence costs caused by or arising from any personal liability incurred by a director
or officer of the insured when:

1. acting in that capacity or managing the insured's business; or
2. in breach of their fiduciary duty, other than when performing business services for a client; or
3. making or issuing any statement, representation or information concerning the insured and the

business services contained in any accounts, reports or financial statements.

1. Natural perils
Any claim, liability, loss or defence costs arising directly or indirectly from physical cause or natural peril,
including but not limited to fire, wind, water, flood, subsidence, or earthquake, that results in the physical
damage to property including to information and communication assets

2. North America
Unless jurisdiction is stated to be worldwide in the schedule;
any claim, liability, loss or defence costs, in respect of any proceedings (including arbitration or regulatory
proceedings),judgment, award, payment, defence costs or settlement delivered, made or incurred within
countries which operate under the laws of North America (or to any order made any where in the world to
enforce such judgment, award, payment, defence costs or settlement either in whole or in part).

3. Nuclear risks

Any claim, liability, loss or defence costs arising directly or indirectly from or attributable to:

1. ionising radiations or contamination by radioactivity from any nuclear fuel or from any nuclear waste
from the combustion of nuclear fuel; or
2. the radioactive, toxic, explosive or other hazardous properties of any explosive nuclear assembly or

nuclear component thereof.
1. Other insurance

Any claim, liability, loss or defence costs where the insured is entitled to indemnity under any other policy
except in respect of any excess beyond the amount which would have been payable under such policy had this
policy not been effected. Where any policy more specific to the matter for which indemnity is sought exists,
this policy shall sit in excess of any such policy.
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2. Patent

Any claim, liability, loss or defence costs arising directly or indirectly out of the infringement of any patent.

3. Personal injury or property damage

any claim, liability, loss or defence costs directly or indirectly arising out of, or in any way involving:

1. personal injury unless arising directly from any claim seeking compensatory damages for mental
anguish or distress where such damages arise from claims covered under insured section -— ‘Cyber,
data security and multimedia cover;

2. property damage except for cover provided by 3.1 Information and Communication Asset
Rectification Costs Cover or 1.3.5 Loss of or damage to documents extension.

1. Pollution, asbestos or electromagnetic fields

any claim, liability, loss or defence costs:

1. for personal injury, sickness, disease, death or property damage directly or indirectly caused by
seepage, pollution or contamination; or

2. for removing nullifying or cleaning-up seeping, polluting or contaminating substances; or

3. directly or indirectly arising out of resulting from or in consequence of or in any way involving asbestos
or any materials containing asbestos in whatever form or quantity; or

4, directly or indirectly arising out of electromagnetic fields, electromagnetic radiation or

electromagnetism.

1. Products liability
any claim, liability, loss or defence costs directly or indirectly arising out of, or in any way involving goods or
products (being tangible property or merchandise) sold, supplied, repaired, recalled, altered, treated,
manufactured, installed or maintained by the insured or on behalf of the insured.

2. Reports and accounts
Any claim, liability, loss or defence costs arising directly or indirectly out of breach of any obligation owed by
the insured regarding any statement or representation (express or implied) contained in the insured’s report
and accounts, reports or financial statements, or concerning the insured’s financial viability.

3. Retroactive date

any claim, liability, loss or defence costs arising from any act committed, or alleged to have been committed
prior to the retroactive date.
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4, Returned Fees

any claim, liability, loss or defence costs arising out of, based upon or attributable to the return, restitution or
offset of fees, expenses or costs either by service level credits or by any other means

5. Sanctions limitation Clause

Raheja QBE shall not be deemed to provide cover and shall not be liable to pay any claim or provide any
benefit hereunder to the extent that the provisions of such cover, payment of such claim or provision of such
benefit would expose Raheja QBE to any sanction, prohibition or restriction under United Nations
resolutions or the trade or economic sanctions, laws or regulations of the European Union, United Kingdom
or United States of America or any other applicable national economic or trade sanction law or regulations.

6. Territorial / Jurisdiction limit

any claim, liability, loss or defence costs arising from or alleged to have been caused by or sustained from an act
committed outside the territorial limit and/or from any claim first brought in a court outside the jurisdiction.

7. Trading loss and liabilities

any claim, liability, loss or defence costs arising directly or indirectly from:

1. the insured’s lost profit, mark-up or liability for VAT, GST or its equivalent; or

2. the insured’s trading loss or trading liability including those arising from the loss of any client, account
or business,

other than those claims covered under Insured section - Cyber business interruption cover.

1. Uninsured sections

any claim, liability, loss or defence costs directly or indirectly arising under an uninsured insured section of this
policy.

2. Unlicensed software
any claim, liability, loss or defence costs arising directly or indirectly out of the insured’s knowing use of
software in violation of software protection laws.

3. Utility service provider
Any claim, liability, loss or defence costs arising directly or indirectly out of the failure of an internet,

telecommunications or electricity provider or other utility provider except when such services are included in
business services.
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4, Wear and tear

Any claim, liability, loss or defence costs arising directly or indirectly out of wear and tear of
information and communication assets

5. War and terrorism

Any claim, liability, loss or defence costs of whatsoever nature directly or indirectly caused by, resulting from
or in connection with war or terrorism regardless of any other cause or event contributing concurrently or in
any other sequence to the claim.

This exclusion also excludes any claim, liability costs, defence costs or expense of whatsoever nature directly
or indirectly caused by, resulting from or in connection with any action taken in controlling, preventing,
suppressing or in any way relating to any of the above.

The unlawful act of a hacker that damages information and communication assets of the insured shall not be
regarded as an act of terrorism.

11. Duties in the event of a claim or potentialclaim

Except for notification relating to a circumstance, the due observance and fulfilment of the provisions of ‘Claim
notification’, ‘Insured’s duties’ and ‘Claim procedure’ are a condition precedent to Raheja QBE’s liability for
any claim under this policy. The ‘Observance’ clause sets out the consequences of a failure to comply with
conditions precedent or policy provisions such as the saidclauses.

11.1 Claims notification
11.1.1 In respect of insured section — ‘Cyber, data security and multimedia cover’ the insured will give notice

to Raheja QBE as soon as reasonably practicable of any claim or circumstance, or any notice of the
intention to make a claim with full particulars thereof, provided always that such written notice is
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given to Raheja QBE during the same period of insurance or (if the insured does not renew this
insurance with Raheja QBE) as specified in the schedule.

11.1.2 In respect of Insured section — ‘Data breach notification costs cover’, Insured section - ‘Information and
communication asset rectification costs cover’, Insured section — ‘Regulatory Defence and Penalty
costs cover’, Insured section — ‘Public relations costs cover’, Insured section — ‘Forensics costs cover’
or Insured section — ‘Credit monitoring costs cover’, the insured will give notice to Raheja QBE and
cyber and data security representative as soon as reasonably practicable , or any notice of the
intention to make a claim or discovers a data breach provided always that such notice is given to
Raheja QBE within the period of insurance.

11.1.3 In respect of Insured section — ‘Cyber business interruption cover’ the insured will give notice to Raheja
QBE and cyber and data security representative as soon as reasonably practicable,

1. any claim made under insured section — ‘Cyber, data security and multimedia cover’; or
2. discovery of a data breach:
that the insured reasonably believes will or has resulted in:
1. damage, destruction, alteration, corruption, copying, stealing or misuse by a hacker to
information and communication assets, and within the period of insurance; and/or
2. the total or partial interruption, degradation in service, or failure of information and communication

assets, during the period of insurance.

The insured will provide all such information that Raheja QBE may reasonably require in order to
substantiate the amount of loss including but not limited to those item specified in the Insured section
— ‘Cyber business interruption cover’.

11.1.4 In respect of Insured section — ‘Cyber extortion cover’, the insured will give notice to Raheja QBE and
cyber and data security representative reasonably practicable, , after a cyber extortion threat
provided always that such notice is given to Raheja QBE within the period of insurance.

In addition the insured must inform or allow Raheja QBE or cyber and data security representative to
inform the appropriate law enforcement authorities of the cyber extortion threat.

11.1.5 Notice of any Claim shall be given in writing to Raheja QBE and delivered to:
Claims Manager and/or Cyber Incident Manager
Raheja QBE General Insurance Co. Ltd.
Claims Manager
RAHEJA QBE GENERAL INSURANCE COMPANY LIMITED
Ground Floor, P&G Plaza, Cardinal Gracious Road, Chakala, Andheri (East), Mumbai 400099
Tel: 491 22 4231 3888 Fax: +91 22 42313777
Website: www.rahejagbe.com

Raheja QBE Emergency Hotline +91 11 45934040

(to be used for cyber incidents only) +44 203 137 8749
+44 208 185 5234

Cyber Incident Manager Kennedys

Forensic Investigation Responder Verizon

Public Relations Responder Fleishman Hillard
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Neither this basic ninety (90) day extended reporting period nor the ‘supplementary extended reporting
period’ clause extends the period of insurance or changes the scope of coverage provided or reinstates or
increases the sub-limit of indemnity/liability or limit of indemnity/liability

11.2

Insured’s duties

For each and every claim or circumstance the insured and any person acting on behalf of the insured

must:

1. not admit responsibility, make an offer or promise, nor offer payment or indemnity
without the written consent of Raheja QBE; and

2. not incur any expense without the consent of Raheja QBE except at the insured’s
own cost; and

3. always act honestly, there being no right to any form of payment or indemnity under
the policy in the event that any claim is made fraudulently; and

4, provide such proofs and information with respect to the claim as may reasonably be

required, together with (if demanded) a statutory declaration of the truth of the
claim and any matters connected therewith; and

5. not destroy evidence, supporting information or documentation without Raheja
QBE’s prior consent; nor destroy any plant or other property relating to an
occurrence, loss or suit that may give rise to a claim under this policy.

2. Claim Procedure

For each and every claim the insured and any person acting on behalf of the insured must:

11.3.1 send Raheja QBE and/or cyber and data security representative copies of any request, demand, order,

11.3.2

11.3.3

notice, summons, legal paper and all documents relating thereto, in connection with an insured event
as soon as practicable upon receipt by the insured. In addition, the insured must co-operate with
Raheja QBE, cyber and data security representative and/or any other appointed agents of Raheja
QBE to allow them to comply with such relevant practice directions and pre-action protocols as may
be issued and approved from time to time by the head of civil justice; and

authorise Raheja QBE to obtain medical records or other pertinent information upon request, in the
event of an insured event involving personal injury; and

prove, if it is alleged that an event is not covered or that the indemnity is otherwise limited by war or
an act of terrorism that the said exclusion or limit of indemnity does not apply, it being understood
and agreed that any portion of an exclusion or limit of indemnity being found invalid, inapplicable or
unenforceable will not in any way render the remainder of the exclusion or limit invalid, inapplicable or
unenforceable.

3. Disputed defence or appeal
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If any dispute arises between the insured and Raheja QBE as to whether a prosecution should be defended or
an appeal made, such dispute will be referred to a legal counsel that is mutually agreed between the parties or
in default of agreement to be nominated as per the Law whose decision will be final. In the event of conflict
between any person falling within the definition of insured separate representation will be arranged for each

party.

1151

11.5.2

11.5.3

11.6.1

11.6.2

11.6.3

11.6.4

11.6.5

4. Raheja QBE’s rights

Claims will be handled and administered by Raheja QBE or such parties as Raheja QBE in its absolute
discretion may determine.

Raheja QBE will be under no obligation to investigate any potential claims or to undertake the conduct
of any proceedings in connection with such claims and will be at liberty in all cases to leave the
conduct of such proceedings wholly to the insured.

Raheja QBE may at any time pay the limit of indemnity (after deduction of any sums already paid) or
such lesser sum for which the claim can be settled and will relinquish the conduct and control of the
claim and be under no further liability except (where payable under the relevant insured section) for
payment of defence costs incurred prior to the date of payment.

5. Subrogation

For each and every claim the insured and any person acting on behalf of the insured must not waive any
rights of recourse or recovery against any other person, including any service provider, relating to any
loss, liability or defence costs that may give rise to a claim under this insurance and must assist Raheja
QBE in all respects in exercising such rights if requested to do so by Raheja QBE.

The insured will at the request and expense of Raheja QBE do and concur in doing and permit to be
done all such acts and things as may be necessary or reasonably required by Raheja QBE for the purpose
of enforcing any rights and remedies or of obtaining relief or indemnity from other parties to which
Raheja QBE will be or would become entitled or subrogated upon its paying for or the making good of
any claim under this policy, whether such acts and things will be or become necessary or required
before or after their indemnification by Raheja QBE.

In the event of any payment under this insurance, Raheja QBE will act in concert with all other
interested persons (including the insured) concerned in the exercise of any rights of recovery.

The apportioning of any amounts which may be so recovered will follow the principle that any
interested persons (including the insured) that will have paid an amount over and above any payment
hereunder, will first be reimbursed up to the amount paid by them; Raheja QBE is then to be
reimbursed out of any balance then remaining up to the amount paid hereunder; lastly, the interested
persons (including the insured) to whom this coverage is in excess shall be entitled to claim the
residue, if any.

Expenses necessary for the recovery of any such amounts will be apportioned between the interested
parties concerned, in the ratio of their respective recoveries as finally settled.

6. Waiver of subrogation against employees
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Raheja QBE agrees that it shall not exercise any subrogation rights against an employee of the insured unless
the claim has been brought about or contributed to by the dishonest fraudulent criminal or malicious act or
omission of the employee

3. General terms and conditions

12.1 Applicable law

All disputes arising out of or under this policy shall be subject to determination by any court of competent
jurisdiction within the country in which this policy was issued according to the laws of. India

1. Assignment

No change in, or modification of, or assignment of interest under this policy will be effective except when
made by written endorsement to this policy and signed by Raheja QBE.

2. Cancellation

The Insured may cancel this Policy at any time by notifying Raheja QBE in writing and Raheja QBE will provide a
refund of Premium for the unexpired period of insurance with the short-period rate but if claims have been
notified or payments have been made under this policy then the premium shall be deemed to be fully earned
and no refund of premium will be due.

Customary short-period rate table as below:

Cancellation date up to (x Amount refunded by
months) from Policy Start Date Raheja QBE
(1 Year Policy)

upto 1 month 85%

upto 2 months 75.0%

upto 3 months 65.0%
upto 4 months 55.0%

upto 5 months 45.0%
upto 6 months 35.0%

upto 7 months 25.0%

upto 8 months 15.0%
upto 9 months 5.0%

over 9 months 0.0%

Raheja QBE may at any time, cancel this policy on grounds of misrepresentation, fraud, non-disclosure of
material fact or for non-co-operation by the Insured by giving 15 days’ notice in writing by Registered Post
Acknowledgment Due/recorded delivery to the Insured at the last known address.
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3. Confidentiality

The insured will not disclose the terms, conditions, exclusions, or the limit of indemnity of this policy or the
amount of the premium paid to any third party except to the extent that they are required to do so by law, for
contractual purposes, or Raheja QBE consents in writing to such disclosure.

4. Discharge of liabilities
Raheja QBE may at any time pay to the insured in respect of any claim, being the subject of one limit of

indemnity, the balance of that limit of indemnity and upon that payment Raheja QBE will relinquish conduct or
control of and be under no further liability under this policy in connection with that claim, except for:

1. costs and expenses recoverable from the insured for all or part of the period prior to such payment;
and

2. defence costs covered prior to such payment.
1. Dispute resolution

All matters in dispute between the insured, any other party covered by this insurance and Raheja QBE arising out
of or in connection with the construction or formation of thisinsurance will be referred to a mediator to be
agreed by the parties within fourteen (14) working days of a written notice served on one party by the other
requesting such an agreement. If a mediator is not agreed, then either party may apply for the appointment of
a mediator of their choice and each party shall share equally the costs of the mediator and the reference,
conduct and any settlement of the dispute at mediation will be conducted in confidence.

The parties shall continue to perform their respective continuing obligations under this insurance, if any, while
the dispute is resolved unless the nature of the dispute prevents such continued performance of those
obligations.

If any such dispute is not resolved by mediation or the parties cannot agree upon the appointment of a
mediator or the form that the mediation will take, the dispute will be referred by either party to arbitration in
India and the laws of India will apply. The arbitration tribunal will consist of angle arbitrator appointed by
agreement between the parties. If the parties are unable to agree within 30 days of a written request for
arbitration made by either party, an arbitrator will be appointed in accordance with the THE ARBITRATION AND
CONCILIATION ACT, 1996. The arbitration will itself be conducted in accordance with the THE ARBITRATION
AND CONCILIATION ACT, 1996. The language of the arbitration shall be English

2. Document management
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Raheja QBE may hold documents relating to this insurance and any claims under it in electronic form and may
destroy the originals. An electronic copy of any such document will be admissible in evidence to the same
extent as, and carry the same weight as, the original.

3. Entire Agreement
This policy, policy schedule, endorsements and proposal will be read together as one contract.
12.9 Grievance Redressal

Raheja QBE will take all steps to settle your claim in accordance with policy terms and conditions. However,
since the policy does not cover all eventualities, there may be disagreement between Raheja QBE about the
policy. For resolution of such disputes Raheja QBE has developed an elaborate Grievance Redressal
mechanism.

At the insured’s request, the claim will be considered afresh by the Grievance Committee of Raheja QBE. If the
insured is not satisfied with the decision of the Grievance Committee, the insured may approach the offices of
the Insurance Ombudsmen as listed out in Annexure A to this policy. In case of a complaint or grievance,
Raheja QBE may be contacted for its redressal on the following details:

Website: www.rahejagbe.com

E-mail: complaints@rahejagbe.com

Telephone: 1800-102-7723 (Toll Free)

Fax : 022- 42313777

Post/Courier: Any branch office or the correspondence address, during normal business hours

If the insured is not satisfied with Raheja QBE’s redressal of the complaint/grievance through one of the above
channels, the insured may contact the Raheja QBE Grievance Officer at:

RAHEJA QBE GENERAL INSURANCE COMPANY LIMITED

Ground Floor, P&G Plaza, Cardinal Gracious Road, Chakala, Andheri (East), Mumbai 400099
Tel: +91 22 4231 3888 Fax: +91 22 42313777

Website: www.rahejagbe.com_

If the insured is not satisfied with Raheja QBE’s redressal of the complaint/grievance through one of the above
channels, the insured may approach the nearest Insurance Ombudsman for resolution of the
grievance/complaint.
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1. Material alteration to risk

The insured will give immediate, notice in writing to Raheja QBE should there be any material alteration to the
risk and Raheja QBE will be entitled to amend the terms, exclusions and conditions of this policy and if Raheja
QBE accept the alteration to risk may charge additional premium if Raheja QBE deem there has been an
increase in risk exposure.

2. Material inaccuracy

The information provided by or on behalf of the insured in connection with this insurance (whether at
inception or during the period of insurance) shall be materially accurate and not omit material information
which is known by the insured’s board members or equivalent and/or the insured’s risk manager or ought to
have been known by them following their reasonable enquiry.

Breach by fraud or dishonesty

If the insured or anyone acting on its behalf breaches any condition contained in the ‘Material inaccuracy’
paragraph above (whether at inception or otherwise) by fraud or a dishonest act or omission, Raheja QBE may:

1. impose such terms, conditions and/or additional premium as Raheja QBE may in its sole discretion
determine; and
2. any benefit which the insured has received under this policy which resulted from any such fraud or

dishonest act or omission shall immediately be repaid to Raheja QBE. Raheja QBE will promptly give
the insured written notice of any applicable additional premium, amended terms and conditions
3. or both.
Breach by non-disclosure, misrepresentation (other than fraudulent or dishonest)
If the insured or anyone acting on its behalf breaches this condition (other than by fraudulent or dishonest
means), Raheja QBE may:

1. impose such terms and conditions (effective at inception or otherwise) as Raheja QBE would have
imposed in the absence of such breach; and/or

2. charge such additional premium (effective at inception or otherwise) as Raheja QBE would have
required in the absence of the breach; and

3. apply such applicable additional premium, amended terms and conditions or both to any notified

claim or potential claim; and
Within fourteen (14) days of receipt of such notice, the insured will give Raheja QBE written confirmation of:
acceptance of and a promise to pay the applicable additional premium in accordance with the terms of trade
applying to this insurance; or
the insured’s acceptance of the amended terms and conditions; or
both as applicable.

1. Observance

The due observance and fulfilment of the provisions of this policy insofar as they may relate to anything to be
done or complied with by the insured, and are not described in the policy as conditions precedent, will be a
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condition of this policy. Any waiver by Raheja QBE of any provision will not prevent Raheja QBE from relying on
such term or condition or condition precedent in the future.

2. Policy construction and interpretation

Where the context so admits or requires, words importing the singular will include the plural and vice versa
and words importing the masculine will import the feminine and the neuter. References to 'a person' will be
construed so as to include any individual, company, partnership, or any other legal entity. References to a
statute or regulation will be construed to include all its amendments or replacements. All headings within the
policy are included for convenience only and will not form part of this policy. All references to statutes shall
include amendments thereof as well as re-enactments or consolidations intended to replace such statutes.

The construction, interpretation and meaning of the provisions of this Policy will be determined in accordance
with the laws of India, and any disputes relating to it will be submitted to the exclusive jurisdiction of the
courts of such Mumbai,India.

3. Privacy and Data Protection Act

All personal information (including sensitive personal data such as health details or criminal convictions)
provided in connection with this policy will be processed in accordance with the IT Act 2000 or any other
applicable law governing privacy and data protection. The insured consents to all personal information so
provided being used for the purposes and being disclosed to the parties set out below.

Where personal information is provided about another person, the insured is required to inform that person of
the insurers’ identity, and why their personal information will be processed and disclosed. The insured is also
required to obtain their written consent to the processing of their personal information in this way and provide
the Raheja QBE with such consent upon request.

Personal information is used:

1. to administer the policy, including underwriting, renewal information, validation of claims history and
claims handling;

for research, analysis, statistic creation, and customer profiling;

for fraud prevention and debt recovery.

Personal information may be disclosed to:

other members of the Raheja QBE Insurance Group;

other insurance entities interested in the risk written under this policy;

agents and service providers appointed by Raheja QBE to carry out activities in connection with
the policy;

8. credit reference and fraud databases;

9. law enforcement and other statutory bodies;

10. potential purchasers of the whole or part of the our business.

Noukwn

If false or inaccurate information is provided and fraud is suspected this fact will be recorded and the
information will be available to other organisations that have access to the fraud data bases

Personal information may be transferred to third parties in countries outside the country of which the insured
is domiciled which may not have the same standards of protection for personal information as the insured’s

27 Raheja QBE Cyber & Data Security Insurance Policy
UIN: IRDAN141P0034V02201718

RAHEJA QBE GENERAL INSURANCE COMPANY LIMITED

Corporate Office: Fulcrum, 501 & 502, A wing, 5th Floor, International Airport Project Road,
Sahar, Andheri East, Mumbai - 400059

Toll Free No.: 1800-102-7723 (9 am to 8 pm, Monday to Saturday)

Website: www.rahejagbe.com Email: customercare@rahejagbe.com

Corporate Identity Number: U66030MH2007PLC173129 IRDA Reg. No. 141



mailto:customercare@rahejaqbe.com

A
RAHEJA
QBE

domiciled country. Raheja QBE will ensure that such transfers comply with the data protection law and the
personal information is kept securely and protected from unauthorised access.

Raheja QBE maintains protections and procedures in the storage and disclosure of personal information to
keep it secure and prevent unauthorised access to or loss of such information.

Raheja QBE may monitor and record all communications with the insured for compliance and training
purposes.

Should the insured wish to see the information held, have any queries in relation to the way such information is
used or discover any inaccuracies, the insured should contact Raheja QBE.

1. Representation

Any person falling within the definition of the insured agrees that the business is their agent for the purpose of
giving and receiving of any notices from Raheja QBE or their representatives including any notice of
cancellation. The payment to the insured of any return premium that may be payable under this policy will
satisfy Raheja QBE’s obligations to return premium to the business.

2. Run off cover (merger, acquisitions and divested entities)

Where a covered entity or subsidiary ceases to exist or to operate or is acquired by, consolidated with or merged
into any other entity, then Raheja QBE agree that the coverage provided under this policy with respect to that
entity or subsidiary of the insured will continue until the expiry date of the period of insurance, provided that
such coverage will only apply in respect of the insured’s liability arising out of any conduct happening prior to
the effective date that such entity or subsidiary ceased to exist or to operate or was acquired by, consolidated
with or merged into any other entity, unless otherwise agreed by Raheja QBE in writing.

11. General definitions and interpretation

The following words will have the same meaning attached each time they appear in this policy in bold type
face, whether with a capital first letter or not.

Where the context so admits or requires, words importing the singular will include the plural and vice versa
and words importing the masculine will import the feminine and the neuter. References to 'a person' will be
construed so as to include any individual, company, partnership, or any other legal entity. References to a
statute or regulation will be construed to include all its amendments or replacements. All headings within the
policy are included for convenience only and will not form part of this policy

a. Business income

Business income means the amount of net income (net operating profit or loss, excluding profits from capital
and investment gains, before tax) which would have been earned or incurred.

b. Business services

Business services mean the performance by the insured of those services specified in the schedule including
but not limited to the provision of multimedia activities
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c. Circumstances

Circumstance means an incident, occurrence, dispute, fact, matter, act or omission that is likely to give rise to
a claim.

d. Claim

Claim means the receipt by the insured of any written notice of demand for compensation made by a third party
against the insured; or any writ, statement of claim, claim form, summons, application or other originating legal
or arbitral process, cross-claim, counterclaim or third or similar party notice served upon the insured; or any
notice of intention in writing to commence legal proceedings against the insured for the purposes of applying
any deductible or limit hereunder, all claims, loss, liability, expenses and costs otherwise recoverable under
this policy resulting from one and the same act error or omission a series of acts errors or omissions arising out
of or attributable to the same originating cause, source or event; or infidelity or fraud committed by any person
acting alone or by persons acting in collusion; shall be deemed to be one claim regardless of the number of
claimants involved.

e. Computer virus

Computer virus means any computer program, including but not limited to, any file virus, boot sector virus,
macro virus, hostile applet, Trojan horse program, java virus, ActiveX virus or other executable program which
contains instructions to initiate an event on the infected computer, causing modification of, corruption of or
damage to data, memory or data media or otherwise adversely affecting the operation of any information and
communications technology systems.

f. Cyber and data security representative

Cyber and data security representative means the party specified as cyber and data security representative /
cyber incident manager in the schedule .

g Cyber extortion expenses

Cyber extortion expenses mean reasonable and necessary expenses incurred by the insured including the value
of any ransom paid by the insured for the purpose of terminating a cyber extortion threat.

h. Cyber extortion threat

Cyber extortion threat means threat from a hacker.

i. Data Breach

Data breach means failure by the Insured or their service provider to comply with any data breach law.
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j- Data breach law

Data breach law means, statutes and regulations, as they currently exist and as amended and replaces from
time to time, within the jurisdiction associated with the confidentiality access, control and use of personally
identifiable information.

k. Data breach notification costs
Data breach notification costs means those reasonable and necessary expenses incurred by the insured or

which the insured becomes legally obliged to pay for:
the provision of consumer notifications to comply with data breach law following a data breach including;

i) the legal fees incurred to identify notification communication obligations and draft notification
communications;

i) the costs to draft, send and administer notification communications;

iii) the costs of call centre services to respond to enquiries and queries following a notification

communication.
. Deductible

The limit of indemnity is additional to the deductible and deductible means the first amount specified in the
schedule payable by the insured in respect of each and every claim, series of claims or circumstance as
ascertained after the application of all other terms and conditions of this insurance. The deductible will be
applied to defence costs, fees and expenses (unless expressly stated otherwise in the schedule). Defence
cost(s)

m. Defence Costs

Defence cost(s) mean all legal costs and expenses incurred with the prior written and continuing consent of
Raheja QBE (such consent not to be unreasonably withheld or unreasonably delayed or unreasonably
withdrawn) in the investigation, defence or settlement of any claim and/or circumstance(s) subject to the
applicable limit of indemnity. It does not include the insured’s own costs and expenses or any costs of the
person who is making the claim or asserting the liability against the insured.

n. Documents

Documents means deeds, wills, written agreements, maps, plans, books, letters, policies, certificates, forms and
documents of any nature whatsoever, whether written, printed or reproduced by any method, including
computer records and electronic data material, but shall not include bearer bonds or coupons, stamps, bank or
currency notes or any other negotiable instrument.

o. Employee

Employee means any person including trainees and freelance consultants acting under a contract of service
with the insured in respect of the conduct of business by the insured.
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Employee does not include any principal, shareholder, partner, director or member of the insured in their
capacity as such.

p. Hacker

Hacker means anyone who specifically targets the insured and gains unauthorised access to information and
communication assets by circumventing electronically or otherwise the security system in place to protect
against such unauthorised access. Hacker will also include anyone who threatens to specifically target the
insured and gain unauthorised access to information and communication assets. Hacker does include
employees but does not include any principal, shareholder, partner, director or other officer of the insured.

q. Information and communication assets

Information and communication assets means the insured’s computer and telecommunication system
software and hardware, including but not limited to the insured’s email system, encrypted electronic
signature, encrypted electronic certificate, website, intranet, network, internet-connected telephone system,
firmware, program or any data held electronically.

r. Insolvency event

Insolvency event in relation to the insured means:

1. an application being made for an administration order or the purported appointment of, or the filing
at court or issue of any notice of intention to appoint, an administrator in relation to the insured or
any of its subsidiary undertakings; or

2. a petition being presented, a meeting being convened or an effective resolution being passed
otherwise than with the prior written consent of Raheja QBE as part of a solvent reconstruction or
amalgamation for the winding up of the insured or any of its subsidiary undertakings; or

3. possession being taken of, or a receiver, sequestrator or similar officer being appointed in respect of, the
whole or any part of the assets or undertaking of the insured or any of its subsidiary undertakings; or

4, the insured or any of its subsidiary undertakings suspending or threatening to suspend payment of its
debts as they fall due or being, or unlikely to become, unable to pay its debts; or

5. the directors, partners or members of the insured or any of its subsidiary undertaking making a

proposal that it enter into a voluntary arrangement or taking any steps to obtain a moratorium or is
taking or being subject to any proceedings under the law for the readjustment, rescheduling or
deferment of all or any of its debts, or proposing or entering into any general assignment or
composition with or for the benefit of its creditors; or

6. the insured or any of its subsidiary undertakings ceasing or threatening to cease to carry on all or a
substantial part of its business or operations, or selling, transferring or otherwise disposing of the
whole or a substantial part of its undertaking or assets, either by a single transaction or by a number of
transactions; or

7. the occurrence in respect of the insured or any of its subsidiary undertakings of any event in any
jurisdiction to which it is subject having an effect similar to that of any of the events referred to in
paragraphs a) to f) above.

s. Insured
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Insured means the company or other organisation shown as insured in the schedule including any subsidiary
companies of the insured that are in existence at the inception date of the insurance and have been declared to
Raheja QBE until such time as they may be sold or otherwise disposed of (but not excluding any liabilities
incurred prior to disposal), and: partners, directors, members and employees of the business during the period
of insurance; former partners and/or former directors and/or former members of the business; persons named
as consultants or former consultants in the proposal in respect of the business services undertaken on behalf
of the business; retired partner, director, member or employee of the business remaining as a consultant to the
business; and,the estate, heirs and executors and/or legal/personal representatives of those parties mentioned
in above in the event of their death, incapacity, insolvency or bankruptcy for legal liabilities incurred due to any
act, error or omission of such deceased, incompetent or bankrupt person.

t. Insured event

Insured event means:

1. failure of the insured to protect against unauthorised access to, unauthorised use of, a denial of
service attack against, or transmission of a computer virus to, information and communication
assets;

2. failure of the insured to protect against the unauthorised use of information and communication

assets to attack, or transmit a computer virus to, a third party’s computer systems; or

unintentional transmission of a computer virus; or

improper deep-linking, framing, web scraping, web harvesting or web data extraction; or

5. defamation or other tort related to disparagement of character, reputation or feelings of any person
or organisation, including libel, slander, product disparagement, trade libel, infliction of emotional
distress, malicious falsehood, outrage or outrageous conduct, breach of comparative advertising
regulations, failure to attribute authorship or provide credit under any agreement to which the
insured is a party, arising from multimedia activities; or

6. failure of the insured to properly collect, use, disclose, handle, manage, store, destroy or otherwise
control personally identifiable information including but not limited to any form of invasion,
infringement or interference with rights of privacy or publicity, including false light, public disclosure of
private facts, intrusion, breach of confidence and commercial appropriation of name or likeness; or

7. failure to properly handle, manage, store, destroy or otherwise control third party corporate
information in any format held by the insured and/or service providers, including that protected
under a non-disclosure agreement or similar contract with the insured; or

P w

8. unintentional violation by the insured of any government or public authority legislation or regulation
regarding privacy or data protection; or
9. unintentional infringement of intellectual property rights including but not limited to copyright, design

(including in respect of semiconductor topographies), title, slogan, trade secret, trademark, trade
name, trade dress, service mark, service name, domain name or metatag, database rights, breach of
moral rights (including failure to attribute authorship or provide credit under any agreement to which
the insured is a party), passing off, plagiarism, piracy or misappropriation of ideas under implied
contract, including a breach of a hold harmless or indemnity agreement specified in a written contract
for the supply of matter arising from multimedia activities.

u. Insured section
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Insured section means the section(s) providing insurance cover.

V. Jurisdiction
Jurisdiction means the jurisdiction specified in the schedule.

w. Limit of indemnity
Limit of indemnity means the amount specified in the schedule which shall be the maximum amount payable
by Raheja QBE in respect of any one claim and in the aggregate inclusive of defence costs (unless expressly
stated otherwise in the schedule): regardless of the number of insured parties, persons or organisations bringing
a claim against the insured; andregardless of the number of claims made by the insured.
Any sub-limit of indemnity stated in the schedule applies as if it was the limit of indemnity for the claims
specified in the schedule for that sub-limit of indemnity and is deemed to be part of and not in addition to the
limit of indemnity specified in the schedule.

X. Matter
Matter means any data, text, sounds, images or similar content disseminated, including but not limited to the
content of the insured’s email, intranet, extranet, website, bulletin board, chat room or other on-line
discussion or information forum, and the marketing and advertising of the insured’s business services. Matter
will include any alteration or addition made by a hacker.

y. Multimedia activities

Multimedia activities mean the publishing, dissemination, releasing, gathering, transmission, production,
webcasting or other distribution of matter by the insured.

z. North America

North America means the United States of America or Canada including the territories or possessions of the
United States of America and Canada.

aa. Parent

Parent means a company which by itself, or in concert with other companies with the same majority
ownership or control as itself:

1. controls the composition of the board of directors, of the insured; or
2. controls more than half the voting power of the insured; or
3. holds more than twenty five percent (25%) of the issued share capital of the insured.
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bb. Period of insurance

Period of insurance means the period shown in the schedule, with times taken as being local to the
insured’s address as stated in the schedule.

cc. Period of reinstatement

Period of reinstatement means the period commencing from the total or partial interruption, degradation in
service, or failure of information and communication assets, above the 13.47 Time retentionas specified in
the scheduleand ending either at the time when Raheja QBE is satisfied information and communication
assets are repaired, restored and/or replaced to the same equivalent standard, condition, functionality, level of
service and/or with the same content, or as near as reasonably possible as immediately before the total or
partial interruption, degradation in service, or failure of information and communication assets began, or;as
specified in schedule , whichever in sooner.

dd.  Personalinjury

Personal injury means:

physical injury, death, sickness, disease, disability, shock, fright, mental anguish, mental injury or loss of
consortium; the effects of false arrest, false imprisonment, wrongful eviction, wrongful detention or malicious
prosecution; the effects of assault and/or battery not committed by the insured or at the insured’s direction
unless committed for the purpose of preventing or eliminating danger to persons or property.

ee. Personally identifiable information

Personally identifiable information means any information from which an individual may be uniquely and
reliably identified or contacted, including an individual’s name, telephone number, national security number,
medical or healthcare data, drivers licence number, bank or building society account number, credit card
number, debit card number, access code or password that would permit access to that individuals financial
account.

ff. Policy

Policy means this document, the schedule (including any schedules issued in substitution) and any
endorsements attaching to this document or the schedule that will be considered part of the legal contract and
any word or expression in bold type face on any of these documents will bear the specific meaning stated in
these definitions.

gsg. Policy limit of liability

Policy limit of liability means the amount stated in the schedule which is the maximum amount of Raheja
QBE’s liability under any one and all insured sections for any one period of insurance.
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hh.  Pollutant
Pollutant means any solid, liquid, gaseous or thermal irritant or contaminant including smoke, vapour, soot,
fumes, acids, alkalis, chemicals or waste. Waste is deemed to include materials to be recycled, reconditioned or
reclaimed.

iil. Pollution
Pollution means:
the actual, alleged or threatened discharge, seepage, migration, dispersal, release or escape of pollutants at
any time; and the actual, alleged or threatened discharge, seepage, migration, dispersal, release or escape of
pollutants at any time that the insured or any other insured party test for, monitor, clean up, remove, contain,
treat, detoxify, or neutralise or in any way respond to, or assess the effects of pollutants.

ji- Property damage
Physical damage to or destruction of tangible property (which includes loss of property) including the resulting
loss of use of the property damaged or destroyed; andloss of use of tangible property which has not been
physically damaged or destroyed provided such loss of use is caused by physical damage to or destruction of
other tangible property during the period of insurance.

kk. Proposal
Proposal means any information supplied by or on behalf of the insured in written or electronic format, deemed
to be a completed proposal form, application form, medical questionnaire including in each case attachments
thereto and other relevant information that Raheja QBE mayrequire.

Il. Raheja QBE
Raheja QBE means the party specified as Raheja QBE in the schedule and any other subscribing insurers.

mm. Ransom

Ransom means any money, products, goods, services or property of the insured.
nn. Regulatory compensatory award

Regulatory compensatory award means a sum of money which the insured is legally obliged to pay as an award
or fund for the affected individuals following a regulators monetary award to a third party. This does not include
any criminal penalty or fine.

00. Retroactive date

Retroactive date means the date (if any) stated in the schedule.
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Unlimited retroactive cover — where no retroactive date is specified in the schedule, coverage under this policy
shall be in respect of acts, errors or omissions committed or alleged to have been committed irrespective of
when such acts, errors or omissions were committed or alleged to have been committed;

Limited retroactive cover — where a retroactive date is specified in the schedule, then coverage under this
policy shall only be in respect of acts, errors or omissions first committed or alleged to have been first
committed on or after the retroactive date.

pp.- Schedule
Schedule means the document titled schedule that includes the name and address of the insured, the
premium and other variables to this policy (including endorsement clauses) and is incorporated in this policy
and accepted by the insured. Schedules may be re-issued from time to time where each successor overrides
the earlier document.

qq. Service provider

Service provider means a business the insured does not own, operate, or control, but that the insured
hires for a fee under contract to perform business services on behalf of the insured.

rr. Subsidiary

Subsidiary means any company in respect of which the insured or the parent (either directly or indirectly
through one or more of its subsidiary companies):

1. controls the composition of the board of directors; or
2. controls more than half the voting power; or
3. holds more than half of the issued share capital.

ss. Territorial limit

Territorial limit means the territory(ies) specified in the schedule.

tt. Terrorism

Terrorism means an activity that involves a violent act or the unlawful use of force or an unlawful act
dangerous to human life, tangible or intangible property or infrastructure, or a threat thereof; and appears to
be intended to: intimidate or coerce a civilian population, or disrupt any segment of the economy of a
government de jure or de facto, state, or country, or overthrow, influence, or affect the conduct or policy of
any government de jure or de facto by intimidation or coercion, or affect the conduct or policy of any
government de jure or de facto by mass destruction, assassination, kidnapping or hostage-taking.
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uu. Time retention

Time retention means the number of hours specified in the schedule under Business Interruption that must
elapse before the recovery of business income can be considered;
The time retention shall commence from either:

1. when the total or partial interruption, degradation in service, or failure of their information and
communication assets began; or
2. the moment the insured’s business income loss begins; whichever is the later.
VV. War

War means war, invasion, acts of foreign enemies, hostilities or warlike operations (whether war be declared or
not), civil war, mutiny, revolution, rebellion, insurrection, uprising, military or usurped power or confiscation by
order of any public authority or government de jure or de facto or martial law but not including terrorism

Annexure A

Jurisdiction of Office

Office Details Union Territory,District)

AHMEDABAD - Shri Kuldip Singh Gujarat,
Office of the Insurance Ombudsman, Dadra & Nagar Haveli,
Jeevan Prakash Building, 6th floor, Daman and Diu.
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Tilak Marg, Relief Road,

Ahmedabad — 380 001.

Tel.: 079 - 25501201/02/05/06

Email: bimalokpal.ahmedabad@cioins.co.in

BENGALURU - Shri Vipin Anand

Office of the Insurance Ombudsman,
Jeevan Soudha Building,PID No. 57-27-N-19
Ground Floor, 19/19, 24th Main Road,

JP Nagar, Ist Phase,

Bengaluru — 560 078.

Tel.: 080 - 26652048 / 26652049

Email: bimalokpal.bengaluru@cioins.co.in

Karnataka.

BHOPAL - Shri R M Singh

Office of the Insurance Ombudsman,
Janak Vihar Complex, 2nd Floor,

6, Malviya Nagar, Opp. Airtel Office,
Near New Market,

Bhopal — 462 003.

Tel.: 0755 - 2769201 / 2769202

Fax: 0755 - 2769203

Email: bimalokpal.bhopal@cioins.co.in

Madhya Pradesh
Chattisgarh.

BHUBANESHWAR - Shri Suresh Chandra Panda
Office of the Insurance Ombudsman,

62, Forest park,

Bhubneshwar — 751 009.

Tel.: 0674 - 2596461 /2596455

Fax: 0674 - 2596429

Email: bimalokpal.bhubaneswar@cioins.co.in

Orissa.

CHANDIGARH — Shri Atul Jerath

Office of the Insurance Ombudsman,
S.C.0. No. 101, 102 & 103, 2nd Floor,
Batra Building, Sector 17 — D,

Chandigarh — 160 017.

Tel.: 0172 - 2706196 / 2706468

Fax: 0172 - 2708274

Email: bimalokpal.chandigarh@cioins.co.in

Punjab,

Haryana(excluding Gurugram, Faridabad,
Sonepat and Bahadurgarh)

Himachal Pradesh, Union Territories of Jammu
& Kashmir,

Ladakh & Chandigarh.

CHENNAI — Shri Segar Sampathkumar
Office of the Insurance Ombudsman,
Fatima Akhtar Court, 4th Floor, 453,
Anna Salai, Teynampet,

Tamil Nadu,

Tamil Nadu

PuducherryTown and

Karaikal (which are part of Puducherry).
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CHENNAI - 600 018.

Tel.: 044 - 24333668 / 24335284

Fax: 044 - 24333664

Email: bimalokpal.chennai@cioins.co.in

DELHI - Shri Sudhir Krishna

Office of the Insurance Ombudsman,
2/2 A, Universal Insurance Building,
Asaf Ali Road,

New Delhi—110 002.

Tel.: 011 - 23232481/23213504
Email: bimalokpal.delhi@cioins.co.in

Delhi &
Following Districts of Haryana - Gurugram,
Faridabad, Sonepat & Bahadurgarh.

Shri Somnath Ghosh

Office of the Insurance Ombudsman,
Jeevan Nivesh, 5th Floor,

Nr. Panbazar over bridge, S.S. Road,
Guwahati — 781001(ASSAM).

Tel.: 0361 - 2632204 / 2602205

Email: bimalokpal.guwahati@cioins.co.in

Assam,

Meghalaya,

Manipur,

Mizoram,

Arunachal Pradesh,
Nagaland and Tripura.

HYDERABAD — Shri N Sankaran

Office of the Insurance Ombudsman,
6-2-46, 1st floor, "Moin Court",

Lane Opp. Saleem Function Palace,

A. C. Guards, Lakdi-Ka-Pool,

Hyderabad - 500 004.

Tel.: 040 - 23312122

Fax: 040 - 23376599

Email: bimalokpal.hyderabad@cioins.co.in

Andhra Pradesh,

Telangana,

Yanam and

part of Union Territory of Puducherry.

JAIPUR - Shri Rajiv Dutt Sharma
Office of the Insurance Ombudsman,
Jeevan Nidhi — Il Bldg., Gr. Floor,
Bhawani Singh Marg,

Jaipur - 302 005. Rajasthan.
Tel.: 0141 - 2740363

Email: bimalokpal.jaipur@cioins.co.in

ERNAKULAM - Shri Girish Radhakrishnan

Office of the Insurance Ombudsman, Kerala,

2nd Floor, Pulinat Bldg., Lakshadweep,

Opp. Cochin Shipyard, M. G. Road,
Ernakulam - 682 015.

Mahe-a part of Union Territory of Puducherry.
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Tel.: 0484 - 2358759 / 2359338
Fax: 0484 - 2359336
Email: bimalokpal.ernakulam@cioins.co.in

KOLKATA - Shri P. K. Rath

Office of the Insurance Ombudsman,
Hindustan Bldg. Annexe, 4th Floor,

4, C.R. Avenue,

KOLKATA - 700 072.

Tel.: 033 - 22124339 /22124340
Fax:033-22124341

Email: bimalokpal.kolkata@cioins.co.in

West Bengal,
Sikkim,
Andaman & Nicobar Islands.

LUCKNOW -Shri Justice Anil Kumar Srivastava
Office of the Insurance Ombudsman,

6th Floor, Jeevan Bhawan, Phase-ll,

Nawal Kishore Road, Hazratganj,

Lucknow - 226 001.

Tel.: 0522 - 2231330/ 2231331

Fax: 0522 - 2231310

Email: bimalokpal.lucknow@cioins.co.in

Districts of Uttar Pradesh :

Lalitpur, Jhansi, Mahoba, Hamirpur, Banda,
Chitrakoot, Allahabad, Mirzapur, Sonbhabdra,
Fatehpur, Pratapgarh, Jaunpur,Varanasi,
Gazipur, Jalaun, Kanpur, Lucknow, Unnao,
Sitapur, Lakhimpur, Bahraich, Barabanki,
Raebareli, Sravasti, Gonda, Faizabad, Amethi,
Kaushambi, Balrampur, Basti, Ambedkarnagar,
Sultanpur, Maharajgang, Santkabirnagar,
Azamgarh, Kushinagar, Gorkhpur, Deoria,
Mau, Ghazipur, Chandauli, Ballia,

Sidharathnagar.
MUMBAI - Shri Bharatkumar S Pandya
Office of the Insurance Ombudsman,
3rd Floor, Jeevan Seva Annexe, Goa,

S. V. Road, Santacruz (W),

Mumbai - 400 054.

Tel.: 69038821/23/24/25/26/27/28/28/29/30/31
Fax: 022 - 26106052

Email: bimalokpal.mumbai@cioins.co.in

Mumbai Metropolitan Region
excluding Navi Mumbai & Thane.

NOIDA - Shri Chandra Shekhar Prasad
Office of the Insurance Ombudsman,
Bhagwan Sahai Palace

4th Floor, Main Road,

Naya Bans, Sector 15,

Distt: Gautam Buddh Nagar,
U.P-201301.

Tel.: 0120-2514252 / 2514253

Email: bimalokpal.noida@cioins.co.in

State of Uttaranchal and the following
Districts of Uttar Pradesh:

Agra, Aligarh, Bagpat, Bareilly, Bijnor, Budaun,
Bulandshehar, Etah, Kanooj, Mainpuri,
Mathura, Meerut, Moradabad,
Muzaffarnagar, Oraiyya, Pilibhit, Etawah,
Farrukhabad, Firozbad, Gautambodhanagar,
Ghaziabad, Hardoi, Shahjahanpur, Hapur,
Shamli, Rampur, Kashganj, Sambhal, Amroha,
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Hathras, Kanshiramnagar, Saharanpur.

PATNA - Shri N. K. Singh
Office of the Insurance Ombudsman,
2nd Floor, Lalit Bhawan,

Bihar
Bailey Road, !
Path 800 001. Jharkhand.
Tel.: 0612-2547068
Email: bimalokpal.patna@cioins.co.in
PUNE - Shri Vinay Sah Maharashtra,

Office of the Insurance Ombudsman,
Jeevan Darshan Bldg., 3rd Floor,
C.T.S. No.s. 195 to 198,

N.C. Kelkar Road, Narayan Peth,
Pune —411 030.

Tel.: 020-41312555

Email: bimalokpal.pune@cioins.co.in

Area of Navi Mumbai and Thane
excluding Mumbai Metropolitan Region.
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